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Orange County Comptroller’s Office 

Mission 

The mission of the Orange County Comptroller’s Office is to serve 
the citizens of Orange County and our customers by providing 
responsive, ethical, effective, and efficient protection and 
management of public funds, assets, and documents, as specified 
in the Florida Constitution and Florida Statutes. 
 
 

Vision 
The vision of the Orange County Comptroller’s Office is to be 
recognized as a highly competent, cohesive team leading the 
quest for continuing excellence in the effective safeguarding and 
ethical management of public funds, assets, and documents. 
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We conducted a follow-up audit of our February 2019 Audit of Orange County Security 
Guard Services (Report No. 474). The prior audit report can be viewed at 
https://www.occompt.com/186/Audits-Investigations. 
 

There were five recommendations in the previous report. The statuses of those 
recommendations are summarized in the graph below. We also identified an additional 
concern that was not identified in the original audit. That issue involves the lack of staffing 
at certain guard stations. Although additional work remains, we commend the Facilities 
Management Division (Facilities) on the improvements implemented since the prior audit. 
 

 
Facilities maintains 5.8 million square feet of space 
and more than 400 buildings, including, but not 
limited to: office buildings, courthouses, 
correctional facilities, gyms, museums, parks, 
community centers, warehouses, and highway 
maintenance facilities. The County contracts with 
Allied Universal Security Services, Systems and 
Solutions, LLP (Allied) to provide private security 
guard services at numerous Orange County 
buildings including the courthouse and 
administration building.  
  

ORANGE COUNTY SECURITY GUARD SERVICES 
FOLLOW-UP AUDIT 
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Allied provides armed guards, unarmed guards and security screening services. Security 
guards perform a vital role in protecting Orange County facilities, employees and the public 
from harm. They maintain a high-visibility presence to deter illegal and inappropriate actions, 
identify dangerous or deadly objects, and watch for signs of suspicious behavior. 
 
Contract History  
 
The Allied contract (Contract) was signed on February 28, 2019, for approximately $5.2 
million. Its initial term was April 1, 2020, through March 31, 2021, with the option to renew 
for six additional one-year terms. The Contract has been amended 12 times during the last 
five years. It expires on March 31, 2025. The total Contract amount with amendments is now 
over $9.1 million. 
 
Allied provides security guard services at the following Orange County locations (Sites) 
under the Contract: 

• Orange County Courthouse Complex 
• Orange County Administration Center 
• Regional History Center 
• Juvenile Justice Center 
• Apopka, Ocoee and Winter Park Courthouses 
• Internal Operations Centers 
• Medical Clinic 
• Barnett Park Administration Building 
• Work Release Center 
• Community and Family Services Buildings 
• Various Community Centers 
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PRIOR RECOMMENDATIONS 

Recommendation 1 

Facilities should implement procedures to ensure Allied is 
testing screening personnel as required by the Contract. In 
addition, Facilities should consider whether additional 
independent testing should be performed. 

 
Security screening tests involve authorized personnel attempting to 
enter the secured facility with dangerous and deadly items. According 
to the Contract, “the effectiveness of X-ray operators and other 
screening personnel (screening security guards) shall be tested 
quarterly.”  
 
During the prior audit period, no quarterly testing was performed. 
Although Allied improved performance during the follow-up audit 
period, the majority of screening security guards (screeners) were still 
not being tested. 
 
To test the implementation status, we reviewed all screener tests 
performed during the one-year audit period. Although 40 screening 
tests were conducted during this time, Allied only tested 26 different 
screeners because some guards were tested in multiple quarters. 

NOT 
IMPLEMENTED 
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Facilities Management stated the contractually required screener 
testing is not being performed due to time constraints, staff 
availability and the volume of traffic. Management also stated that 
equipment and contractual changes are being evaluated to 
determine other feasible solutions for screener testing.  
 
After reviewing the test results, we found that 35% (9 of 26) of the 
screeners failed to identify dangerous items. Specifically, the 
screeners failed to identify: 

• A revolver frame 
• An expandable baton 
• Chinese throwing stars 
• A rubber training gun 
• “Contraband” 

 
If these items had breached 
security at any of the sites, serious harm or death could have resulted. 
Based on the critical nature of these screenings for public safety and 
the number of failures, it appears this is a critical function that is not 
being performed as required in the Contract. 
 

WHAT REMAINS 
TO BE DONE 

Facilities should: 
A) Develop procedures to ensure Allied complies with the 

contractual requirement for screener testing; 
B) Review the current screener testing requirements to identify 

the appropriate level of testing that should be completed; and, 
C) Monitor quarterly testing and results to determine whether 

independent testing or training is required. 

  

Recommendation 2 

Facilities should implement procedures to obtain evidence that 
security guards have received the required training prior to 
working at County facilities and annually as contractually 
required thereafter. 

 
Prior to post assignment, all newly hired security guards are required 
to successfully complete the following initial trainings: 

• Orange County Specific Training 
• Basic Training  PARTIALLY 

IMPLEMENTED 
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• On-The-Job Training by shadowing trained guards 

 
In addition, all screeners must complete screening training prior to 
performing any screening functions and at least annually thereafter. 
 
We analyzed a sample of 14 of the 70 security guards hired during 
the testing period. Facilities provided training sign-in sheets to 
support that all 14 security guards completed the Orange County 
Specific, Basic, and On-The-Job trainings. Additionally, 13 of the 14 
security guards completed the initial screener training. The security 
guard that did not complete the initial screener training did not work 
as a screener during the testing period.  
 
To verify that annual screener training was completed in a timely 
manner, we reviewed a sample of 15 of the 72 screeners who had 
worked on the Contract for over 365 days. Neither Facilities nor Allied 
could provide any evidence to support that the screeners completed 
the annual refresher training.  
 
As noted in the previous recommendation, 35% of the screeners 
failed to identify dangerous items during the quarterly testing. This 
could be due to not receiving annual refresher training. 
 

WHAT REMAINS 
TO BE DONE 

Facilities should work with Allied to develop procedures to ensure that 
all screeners receive annual refresher training. 

  

Recommendation 3 

Facilities should develop and implement procedures to identify 
and notify Allied of security guards who worked more than 16 
hours in a 24-hour period or more than 24 hours in a 48-hour 
period. 

 
In response to our previous recommendation, Facilities modified the 
Contract stating “No security guard assigned under this Contract 
should work more than twelve (12) continuous hours on a shift, unless 
approved by the County or on an as-needed basis for hold-overs.” 
 
We reviewed invoices for 100 security guards who worked at 14 
locations during two weeks in the audit period. The invoices detailed 

FULLY 
IMPLEMENTED 
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security guards' shift start times, end times, and total hours.1 We 
identified seven security guards who worked more than 12 continuous 
hours in one shift without prior approval from Facilities. 

 
Although Facilities significantly improved the number of security 
guards working excess hours from 103 in the previous 
audit to seven, the security guards still worked 
excessive hours that could impact the guards’ ability 
to provide satisfactory services. Additionally, working 
excessive hours could have negative consequences 
on the health of the security guards, including higher 
stress levels and increased fatigue. 
 

WHAT REMAINS 
TO BE DONE No further action required. 

  

Recommendation 4 Facilities should work with Allied to develop and implement 
procedures to promptly notify the County of all terminations. 

 
In response to the prior recommendation, Allied began submitting a 
monthly roster of all security guards working under the Contract to 
Facilities. The roster identifies any changes from the previous roster, 
and Allied is required to provide an updated roster within 24 hours of 
any security guard’s termination. 
 
During the audit period, 88 security guards terminated employment. 
We reviewed a sample of 22 terminated guards2 and found that no 
updated rosters were sent to Facilities within 24 hours. Allied’s delays 
ranged from 10 to 414 days. One guard was terminated in March 
2023 — Facilities was never notified.  

                                            
 
1 The review did not include hours worked under other contracts with the County or with other entities. 
2 Audit randomly selected 20% (18) of the 88 guards terminated during the testing period. Audit judgmentally 
selected an additional four guards who were issued badges and were noted as “Background Failed” on the 
monthly roster for a total of 22 guards.  

NOT 
IMPLEMENTED 
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We also reviewed the most recent roster submitted by Allied and 
identified three guards had incorrect termination dates, and 20 had 
missing badge numbers. 
 
These issues were compounded because Facilities often did not 
submit timely badge deactivation requests to the County’s IT 
Department (ISS). We found that: 

• Deactivation requests were never submitted for 12 guards. 
These badges remained active for 109 to 457 days after 
Facilities was notified of the termination; and, 

• Two guards’ badge deactivation requests were submitted 63 
and 114 days after Facilities received notices of termination. 

 

WHAT REMAINS 
TO BE DONE 

Facilities should: 
A) Work with Allied to develop a more effective method for 

notification of terminated security guards; and, 
B) Submit timely badge deactivation requests to ISS. 
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Recommendation 5 

Facilities should ensure Allied provides relevant licensing 
information prior to any security guard working on Orange 
County property. In addition, the Contract should be amended to 
require Allied to periodically provide a roster of active security 
guards, including license number(s) and expiration date(s). 

 
All security guards working at any county facility must have an active 
Class “D” security officer license. Additionally, armed security guards 
must have an active Class “G” firearm license. Each license status 
should be monitored to ensure no guard works without the required 
licenses. 

The Contract was amended in response to the prior recommendation, 
as follows: “The Contractor shall submit a monthly roster of all 
security guards assigned to work on County property. Security guards 
with licenses due to expire within the next thirty (30) days shall be 
clearly identified on the roster. Orange County will perform random 
checks for accuracy.” 
 
The additional Contract language would allow Facilities 
to identify and track security guards’ license renewals 
quickly. However, Facilities identified that there were 
numerous issues with the monthly rosters provided by 
Allied. This was confirmed through review of the April 
monthly roster. We noted four guards that were not 
included on the roster despite working at Sites during the audit period. 
We also identified the following errors: 

PARTIALLY 
IMPLEMENTED 
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Due to the issues with the monthly roster, Facilities began 
independently verifying each guard’s license information upon hire 
instead of relying on the information provided by Allied. 
 
To confirm that security guards had active licenses, we reviewed a 
sample of security guard licenses. We found that all newly hired 
guards tested had an active license before starting work. However, 
we identified two security guards with an active Class “D” license who 
worked at a post requiring armed coverage despite not having an 
active Class “G” license. According to Facilities, Allied assigns 
unarmed guards as needed when an armed guard is not available.  
 

WHAT REMAINS 
TO BE DONE 

Facilities should: 
A) Consider amending the Contract to internally track and 

regularly monitor guards' licensing status to ensure that all 
security guards have the appropriate license(s) when 
manning any post;  

B) Work with Allied to develop an effective tool for reporting 
accurate information necessary to evaluate contract 
compliance for each guard; and, 

C) Evaluate all posts that currently require armed guards to 
determine whether armed guards are necessary. 
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NEW RECOMMENDATION 
 

New 
Recommendation 

 

Sites should never be left unmanned. 

  
We compared the hours worked by Allied staff and subcontractors to 
the contractually required hours for a two-week sample period. We 
discovered that the following sites had zero coverage during the 
entire two-week period:  

• East Orange Community Center 
• Holden Heights Community Center 
• John Bridges Community Center 
• Pine Hills Community Center 
• Youth and Family Services 

 
According to the Contract, “The Facilities Management Division 
serves as the administrator of this contract, however, other County 
department or agencies utilizing this contract shall serve as field 
administrators for their respective department/agency.” These sites 
were listed in the Site orders received from Facilities at the time of our 
audit. Facilities stated these unmanned locations were the field 
administrator’s responsibility. However, the field administrator did not 
notify Facilities that these locations were unmanned. As a result of 
multiple departments monitoring this Contract, the locations did not 
have any guards onsite as required. If the guards are no longer 
needed, the Contract should have been amended. 
 

WHAT SHOULD BE 
DONE  

Due to the complexity in monitoring guards assigned to other field 
administrators, Facilities should not allow field administrators to 
monitor performance. If Facilities is unable to monitor other 
departments, a separate contract should be negotiated for security 
guard services. 

 

NEW 
RECOMMENDATION 
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The scope was limited to Facilities’ monitoring of security guard services provided by Allied 
related to the recommendations from the prior audit (Report No. 474). The audit period was 
from May 2022 through April 2023. 
 
The audit's objective was to determine the implementation status of the previous 
recommendations from our Orange County Security Guard Services Audit. 
 

 
To determine whether the prior recommendations were implemented, we performed the 
following testing: 

• Reviewed screener testing records and results sent to Facilities to identify screening 
security guards that were not tested quarterly as required by the Contract. 

• Reviewed training records to determine whether initial and annual trainings for a 
sample of guards were completed as required by the Contract.  

• Identified security guards working with less than eight consecutive hours rest 
between shifts for a sample of weeks. 

• Identified security guards who worked more than 12 continuous hours at any location 
without prior approval for a sample of weeks. 

• Compared guard staffing to Contract requirements to identify unmanned locations for 
a sample of weeks. 

• Calculated the number of days between security guard terminations and roster 
notifications to Facilities for a sample of guards to ensure notifications occurred within 
24 hours. 

• Assessed whether ISS was timely notified of badge deactivations. 
• Reviewed the monthly security guard roster for completeness and accuracy. 
• Reviewed licensing information on the Florida Department of Agriculture and 

Consumer Services (FDACS) website to determine whether a sample of security 
guards had active licenses for their post assignments. The sample selected included: 

o All security guards assigned to armed posts during our audit period;  
o 20% of the unarmed security guards who worked during the audit period; and, 
o 20% of the security guards hired during the audit period. 

METHODOLOGY  

AUDIT SCOPE, PERIOD, AND OBJECTIVES  
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APPENDIX – MANAGEMENT RESPONSE 
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