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Orange County Comptroller’s Office 

Mission 

The mission of the Orange County Comptroller’s Office is to serve 
the citizens of Orange County and our customers by providing 
responsive, ethical, effective, and efficient protection and 
management of public funds, assets, and documents, as specified 
in the Florida Constitution and Florida Statutes. 
 
 

Vision 
The vision of the Orange County Comptroller’s Office is to be 
recognized as a highly competent, cohesive team leading the 
quest for continuing excellence in the effective safeguarding and 
ethical management of public funds, assets and documents. 
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Audit of Orange County 
Security Guard Services EXECUTIVE SUMMARY 

Why This Audit Is Important 
 
Security guards perform a vital role in protecting Orange County facilities, 
employees and the public from harm. They maintain a high-visibility presence to 
deter illegal and inappropriate actions, identify dangerous or deadly objects, and 
watch for signs of suspicious behavior.  The County contracts with a private 
security firm (Contractor) to provide security guard services at numerous Orange 
County buildings including the courthouse and administration building.  Since 
2013, the total amount paid under the Contract has exceeded $14 million.  The 
Contract contains specific requirements that must be met.  As the Contract 
administrator, the Facilities Management Division (Division) has a responsibility to 
ensure that contract requirements are met.   
 
 
The Objective of Our Audit 
 
The objective of the audit was to ensure the Division’s controls were adequate to 
effectively monitor compliance with the Contract. 
 
 
What We Found 
 
The Operational Effectiveness of the Security Screeners Was Not Tested 
(Page 8) 
 
The Contractor is required to conduct quarterly tests of screeners in order to test 
operational effectiveness.  Based on our review, the Contractor has not performed 
testing of security guards assigned to screening posts.  In addition, the Division 
did not monitor whether the testing was performed or conduct any independent 
testing.     
 
Required Training for Security Guards Was Not Completed (Page 9) 
 
The Division did not have procedures in place to ensure security guards working 
under the Contract received required training.  There was no evidence to show 
that 45% of sampled security screeners received their initial training.  In addition, 
there was no documentation that any of the screeners received the required 
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subsequent annual training.  Further, none of the security guards tested received 
the required ALERT or equivalent training.     
 
Security Guards Worked Hours in Excess of Contract Limits (Page 11) 
 
According to the Contract, security guards are limited to a maximum number of 
hours that can be worked in specified periods.  We noted over a hundred instances 
in a 14-week period where guards worked more than 24 hours in a 48-hour period.  
Additionally, one guard worked more than 16 hours in a 24-hour period on two 
occasions.     
 
Electronic Access Cards Were Not Deactivated in a Timely Manner (Page 13) 
 
Seventy-five percent of security guard electronic access cards were not 
deactivated on the guards’ termination dates—or at all.  For example, 31 of these 
cards remained active for 130 or more days after termination.  Access cards 
deactivations that were performed ranged from four to 199 days after termination, 
with 46 of the 50 cards remaining active for more than 30 days after termination. 
 
Security Guards’ Licensing Status Was Not Monitored (Page 15) 
 
Two security guards were working at County facilities with expired licenses.  One 
guard had an expired Class “G” Firearm license and continued working as an 
armed guard.  Both security guards continued to work at County facilities for over 
five months after their licenses expired.  In addition, the Contractor did not provide 
copies of licenses to the Division as required in the Contract.   
 
 
Overall Evaluation (Page 7) 
 
Based on the results of our testing, the Division’s monitoring of the Contract needs 
improvement.  
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Background 

 
Every day, thousands of people visit and work in Orange County buildings such as 
the courthouse, administration building, or other county facilities.  In order to 
protect the public and employees, County has contracted with G4S Secure 
Solutions, USA, Inc. (Contractor) to provide private security guard services at a 
number of County facilities.   
 
The Facilities Management Division (Division) is tasked with providing a safe and 
healthy work environment in those buildings for employees and the general public.  
As part of this responsibility, the Division administers the security guard services 
contract. 
 

The Contractor provides security guard 
services at the following County facilities 
(Sites) under the Contract: 
 
• Main Courthouse Complex 

• County Administration Building 

• Regional History Center 

• Juvenile Justice Center 

• Apopka, Ocoee, Winter Park and 

Goldenrod Courthouses 

• Internal Operations Centers 

• Medical Center 

• Other County Facilities 

 
 

 
Contract History and Amount  The Contract commenced on February 1, 2013, 
and was effective for five years.  There are options for two additional one-year 
renewals.  The original contract amount was $13,000,000.  The Contract has been 
amended seven times to add locations or increase staffing at existing locations.  
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As a result of those amendments, the total Contract amount has increased to 
$14,383,432. 
 
Security Guard Standards and Staffing  The Contractor is required to provide 
security guard services and appropriate supervision to perform access control, 
security screening, and other security services at the Sites.  The Contract 
stipulates that the Contractor must use properly trained employees who meet the 
qualifications specified in the Contract.  The Contract also requires the Contractor 
to provide proof of training and Florida licensure before a security guard is 
permitted to work at any of the Sites.   
 
The Contract includes other provisions regarding the security guard staffing 
requirements and limitations in order to protect public safety.  For example, the 
Contract limits the hours that Security Guards can work in a given period.  The 
Contract also requires the Contractor to confiscate a security guard’s County 
issued identification card and return it upon that guard’s employment termination.  
 
The Contract includes varying security guard staffing requirements for Sites.  For 
example, the specifications detail the number of guards and the licensing and 
training levels of those guards.  The Contract provides for five different levels of 
security guards to work at the various Sites.  In addition, the Contract specifies the 
rate the County pays for each security guard level and the minimum salaries the 
Contractor must pay the guards.   
 

 
 

Staffing Levels Required Under the Contract 

Level I - Unarmed

Level II - Unarmed

Level III - Unarmed

Level II – Armed

Level III - Armed
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Security Guard 
Classification 

License(s) 
Required 

Hourly Rate 
Paid by the 

County 

Minimum Hourly 
Pay Rate Required 
to Be Paid by the 

Contractor 
Level I - Unarmed Class D $13.45 $9.00 
Level II - Unarmed Class D $14.95 $10.00 
Level III - Unarmed Class D $16.39 $11.00 
Level II – Armed Classes  D and G $15.16 $11.00 
Level III - Armed Classes D and G $17.85 $12.00 

 
Security Screening  Security Screeners are used at various Sites to protect 
members of the public and County employees by identifying dangerous or deadly 
objects and preventing those objects from being carried into a facility.  The 
Contract requires the Contractor to perform testing to confirm security screening 
efforts are working properly at the Sites.    
 
 

Audit Scope 
 
The audit scope was limited to compliance with Contract Y13-118 for Security 
Guard Services with G4S Secure Solutions USA, Inc.  The audit period was from 
July 2016 through December 2017. 
 
 

Audit Objective 
 

The objective of the audit was to ensure the Division’s controls were adequate to 
effectively monitor compliance with the Contract. 
 
  

http://cc/Comptroller%20Logos/Forms/AllItems.aspx


 
 
 

 
Page 7 

Audit of Orange County 
Security Guard Services INTRODUCTION 

Audit Methodology 
 
To meet the audit objective, we performed the following: 
 
• Reviewed personnel files and other applicable documentation for a sample 

of 60 security guards to verify that the security guards in the sample met the 
minimum qualifications specified in the Contract.  We also verified that these 
security guards received contractually required training. 

 
• Verified the 196 security guards active or invoiced during September 2016 

had an active class “D” Security Officer licenses.  Additionally, we ensured 
that any guards required to carry a firearm had an active Class “G” 
Statewide Firearm license. 

 
• Compared a list of security guards terminated in 2016 or 2017 to a report of 

building access cards issued and terminated.  This enabled us to determine 
whether the County is receiving prompt notification of terminations.   

 
• Reviewed invoices paid for September 2016 contractual services to 

confirm: 
 

• Security guards were not listed as working at more than one 
location at the same time; 

• Security guards did not work more than 16 hours in a 24-hour 
period or more than 24 hours in a 48-hour period; 

• The qualifications and experience of the security guards who 
worked at the Sites equaled or exceeded the qualifications and 
experience levels specified in the Contract; and, 

• Each post was staffed during the hours specified in the Contract. 
 
 

Overall Evaluation 
 
Based on the results of our testing, the Division’s monitoring of the Contract needs 
improvement.  
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RECOMMENDATIONS 
FOR IMPROVEMENT 

 
1.  The Division Should Ensure the Operational Effectiveness of the 

Security Screeners Is Tested 
 
The County contracts with G4S Secure Solutions, USA, Inc. (Contractor) to provide 
security screeners at various County facilities.  Security Screeners are used to 
protect members of the public and County employees by identifying dangerous or 
deadly objects and preventing those objects from being carried into a facility.  
Screeners use various types of electronic detection and imaging machines for this 
purpose.  For example, they may use X-ray machines, trace detection machines, 
walk-through metal detectors, and hand-held metal detectors.  Security Screeners 
should be adequately trained to use security screening equipment.  They should 
also successfully complete periodic testing to ensure they are adequately 
performing screening duties. 
 
Based on our review of security guard personnel files, we found that the Contractor 
has not done any testing of security guards assigned to screening posts.  In 
addition, the Facilities Management Division (Division) did not monitor whether the 
testing was performed or conduct any independent testing.     
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RECOMMENDATIONS 
FOR IMPROVEMENT 

The Contract requires the Contractor to, “…conduct a series of recurring tests of 
screeners quarterly…Certification of completion of tests together with the results 
and corrective actions planned or taken will be retained in the personnel folder of 
each screener through the period of the person’s employment and for one hundred 
eighty (180) days thereafter for the inspection by the County representative or his 
designee.”     
 
Security screening tests involve authorized personnel attempting to enter the 
secured facility with dangerous and deadly items.  Such testing is crucial to ensure 
security guards are effectively trained and equipment is functioning properly to 
protect public safety.  The Division should ensure the required testing is performed 
and documented.  In addition, the County should review the testing performed for 
sufficiency, and if warranted, conduct independent testing.   
 

Management’s Response: 
 
Concur.  See Appendix for full response. 

 
 
2.  Contractually Required Training for Security Guards Should Be 

Monitored  
 
The Division does not have procedures in place to ensure security guards working 
under the Contract receive the required training.  We selected a sample of 60 
security guards out of 196 guards that were active or invoiced during September 
2016.  We reviewed the personnel files and other applicable documentation for the 
sampled security guards to verify they received the contractually required training.  
During this testing, we found the following: 
 

 

Recommendation No. 1: 
 
The Division should implement procedures to ensure the Contractor is testing 
screening personnel as required by the Contract.  In addition, the Division should 
consider whether additional independent testing should be performed.   
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RECOMMENDATIONS 
FOR IMPROVEMENT 

A) None of the 60 security guards received the Advanced Law Enforcement 
Readiness Training (ALERT) or equivalent training required by the 
Contract.   
 

B) There was no evidence to document the initial and on-the-job screener 
training was performed for 16 of the 35 security guards that worked at 
screening post(s).  Further, there was no evidence that any of the 20 
security guards performing screening functions that were employed for 
greater than one year received the required annual recurring training.  The 
Contractor informed us that both were performed; however, the Contractor 
could not provide any documentation of the training. 

 
The Contract requires the following training for security guards assigned to County 
facilities: 
 
• All armed security guards and security guards II and III shall successfully 

complete the County specified Advanced Law Enforcement Readiness 
Training (ALERT) or an equivalent program approved by the County.  At a 
minimum, the training must include the following topics: 
 
 Courthouse security, physical security aids, and disguised weapons; 
 Package bomb recognition; 
 Non-verbal communication skills; 
 Judicial threat management; 
 High threat trials; 
 Officer survival; and, 
 Practical exercises in law enforcement readiness. 
 

• All security guards performing screening functions shall receive initial 
training, on-the-job training, and recurrent training (at least annually).  The 
initial and recurrent training must include the following: 
 
 A presentation covering the purpose and seriousness of the 

screening function with emphasis on special screening situations 
and screening equipment operation.  Further, the presentation shall 
include weapons and dangerous device guidelines, X-ray screening 
guidelines, physical inspection guidelines, and training guidelines;   
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RECOMMENDATIONS 
FOR IMPROVEMENT 

 The viewing of the FAA Air Carrier Pre-Board Screening Procedures 
audio-visual program “Safety Through Screening” (or comparable 
program approved by FAA or the Unites States Marshals; and, 

 
 For guards assigned to E-Scan X-Ray systems, a viewing of the “E-

Scan Small Parcel Inspection” video and corresponding tests.   
 
Adequate initial and periodic training of security guards helps ensure the safety of 
County facilities, personnel, and the public.  Utilizing inadequately trained security 
guards increases the risk of an adverse action occurring at a County facility.  
Documentation of the date, personnel involved, and the type of training received 
will provide assurance that security guards have received the required training.  
Monitoring by the Division that security guards have received the required training 
will help ensure the requirements are met.   
 

Management’s Response: 
 

Partially Concur.  See Appendix for full response. 
 
 
3.  Security Guards Should Not Work Hours in Excess of Established 

Contract Limits 
 
According to the Contract, “No security guard shall work in excess of sixteen (16) 
hours in a given twenty four (24) hour period nor work in excess of twenty four (24) 
hours in a forty-eight (48) hour period, to include off duty employment.”   
 

 

Recommendation No. 2: 
 
The Division should implement procedures to obtain evidence that security guards 
have received the required training prior to working at County facilities and as 
contractually required thereafter.  
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RECOMMENDATIONS 
FOR IMPROVEMENT 

During a 14-week period, the Contractor submitted 150 invoices.  Collectively, the 
invoices included billings for 143 security guards.  We noted 103 instances1 where 
guards worked more than 24 hours in a 48-hour period.  We also noted two 
instances where a guard worked more than 16 hours in a 24-hour period.  The 
testing included some invoices from other Departments that would not have been 
seen by the Division.  However, 65 of the 105 invoices were received by the 
Division.  In addition, our review only included hours reported as worked at County 
facilities under this Contract.  The review did not include hours worked under other 
contracts with the County or with other entities.   
 
“Long work hours can lead to fatigue and result in negative effects on personal 
safety, performance, and health.  Fatigue increases the risk of accidents and other 
safety incidents, such as decreasing alertness, impairing decision-making ability, 
and slowing down reaction time.  Fatigue also harms work performance by 
weakening memory, lowering frustration tolerance, and increasing stress, burnout, 
and absenteeism.  Finally, fatigue can have long-term health implications, 
including increased blood pressure, hypertension, metabolic syndrome, and 
obesity.”2 
 

 

                                            
1 The 103 instances involved 33 different guards. 
2 Lindsey, D. (2007). Police Fatigue: an Accident waiting to happen. FBI Law Enforcement Bullitan. 
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RECOMMENDATIONS 
FOR IMPROVEMENT 

As a result of the Contractor not monitoring whether the security guards are 
working excessive hours, the safety of County facilities could be negatively 
affected.   

Management’s Response: 
 
Partially Concur.  See Appendix for full response. 
 
 
4.  Access Cards Should Be Deactivated in a Timely Manner 
 
The Contract states, “The Contractor must confiscate any Orange County issued 
identification cards, security pouches, and any other Orange County property 
immediately, and return the same to Orange County upon termination of any 
employee assigned to an Orange County site.”   
 
The County issues electronic access cards that allow employees and approved 
personnel to open doors in County facilities.  The Contractor obtains an access 
card from the County for each security guard assigned to a County facility.  When 
security guards assigned to County Sites are terminated, the Contractor is required 
to return the card and notify the County so the card can be deactivated. 
 
During our testing, we found that 75 percent (82 out of 110) of the cards of 
terminated security guards were not deactivated on the guards’ termination date— 
or at all.  Specifically, we noted the following: 
 
A) Thirty-one of these cards remained active for 130 (or more) days after the 

security guard’s termination date and were still active at the time of the 
audit.  One card remained active for 372 days.  The cards were deactivated 
after we brought this information to the County’s attention during the audit.  

 

Recommendation No. 3: 
 
The Division should develop and implement procedures to identify and notify the 
Contractor of security guards that worked more than 16 hours in a 24-hour period 
or more than 24 hours in a 48-hour period. 
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RECOMMENDATIONS 
FOR IMPROVEMENT 

The Contractor also reported that 11 security guards never returned their 
access cards. 

 
B) Fifty other cards were deactivated prior to our audit testing.  However, the 

cards were not deactivated for periods ranging from four to 199 days after 
the security guard’s termination date (46 of the 50 cards were active for 
more than 30 days after the guard’s termination dates). 

 
C) The remaining card was issued to a guard who resigned and was later 

rehired by the Contractor.  The original termination was never reported to 
the County and the card was returned to the guard by the Contractor when 
he was rehired.  As a result, the card was active for a terminated security 
guard for 24 days between the guard’s termination and rehire dates. 
 

The following chart illustrates the time between the dates of security guard 
terminations and access card deactivations: 
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RECOMMENDATIONS 
FOR IMPROVEMENT 

It is imperative that access cards are deactivated when security guards are 
terminated to ensure access to County facilities is limited to authorized personnel.   

Management’s Response: 
 
Concur.  See Appendix for full response. 
 
 
5. The Division Should Monitor the Licensing Status of Security Guards  
 
The Contract requires that all security guards assigned to County facilities must 
maintain the appropriate license(s) required by Florida law.  Florida Statute 
493.6301(5) states, “Any individual who performs security services must have a 
Class ‘D’ [Security Officer] license.”  Additionally, F.S. 493.6115(2), requires that 
any security guard “…licensee who bears a firearm shall also have a Class ‘G’ 
license [Statewide Firearm license].”  The Contract also requires the Contractor to 
provide the County with copies of all licenses prior to any security guard working 
on County property. 
 
 
 
 
 
 
 
 
 
 
Expired Licenses   We reviewed the license status for the 196 security guards 
reported by the Contractor as active or who were included on invoices paid during 
September 2016.  During our testing, we found that two security guards were 
currently working at County facilities with expired licenses.  One security guard had 

 

Recommendation No. 4: 
 
The Division should work with the Contractor to develop and implement 
procedures to promptly notify the County of all terminations. 
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RECOMMENDATIONS 
FOR IMPROVEMENT 

an expired Class “D” Security Officer license.  The second had an expired Class 
“G” Statewide Firearm license and was working as an armed guard.  Both security 
guards continued to work at County posts for over five months after their licenses 
expired.  The expired licenses were renewed in January 2018—after we brought 
these issues to the Contractor’s attention during the course of our audit. 
 
The Contract does not require the Contractor to provide licensing status 
information to the County on an ongoing basis.  The Contractor did not sufficiently 
monitor the license status of security guards working under the Contract or provide 
this information to the Division.   
 
Initial Licensing Documentation   The Contract requires the Contractor to 
provide licensing documentation to the County before a guard is assigned to a Site.  
The Contractor did not provide the Division with copies of licenses when new 
security guards were hired or assigned to County facilities.  The Division began 
receiving ongoing licensing information from the Contractor after we raised this 
issue during the audit. 
 
Although the Contractor is responsible for ensuring that security guard licenses 
remain active, the Division shares this responsibility and should be monitoring 
critical Contract requirements.  The lack of monitoring by the Division and the 
Contractor increases the risk that security guards responsible for securing County 
facilities are not properly licensed.  Requiring the Contractor to periodically provide 
current licensing data would help the Division verify that the Contractor is meeting 
this requirement.   

Management’s Response: 
 
Partially Concur.  See Appendix for full response.  

 

Recommendation No. 5: 
 
The Division should ensure the Contractor provides relevant licensing information 
prior to any security guard working on Orange County property.  In addition, the 
Contract should be amended to require the Contractor to periodically provide a 
roster of active security guards including license number(s) and expiration date(s).    
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ACTION PLAN 

NO. RECOMMENDATIONS 

MANAGEMENT RESPONSE 

CONCUR 
PARTIALLY 

CONCUR 
DO NOT 
CONCUR 

1. The Division should implement procedures to ensure 
the Contractor is testing screening personnel as 
required by the Contract.  In addition, the Division 
should consider whether additional independent 
testing should be performed. 

   

2. The Division should implement procedures to obtain 
evidence that security guards have received the 
required training prior to working at County facilities 
and as contractually required thereafter. 

   

3. The Division should develop and implement 
procedures to identify and notify the Contractor of 
security guards that worked more than 16 hours in a 
24-hour period or more than 24 hours in a 48-hour 
period. 

   

4. The Division should work with the Contractor to 
develop and implement procedures to promptly notify 
the County of all terminations. 

   

5. The Division should ensure the Contractor provides 
relevant licensing information prior to any security 
guard working on Orange County property.  In addition, 
the Contract should be amended to require the 
Contractor to periodically provide a roster of active 
security guards including license number(s) and 
expiration date(s).    

   
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Management’s Response 
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